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Information Security Program Compliance Services for Independent Insurance Agents

A COMPLETE, TURN-KEY Solution to your Information Security Program Requirements.

The Burden of Compliance

Information security is much more than a passing fad. It
is the law. Since 1996, numerous legislative actions at the
state and federal level have resulted in laws designed to
protect the privacy of consumer personal information.

HIPPA, Sarbannes-Oxley, Gramm-Leach-Bliley,
FACTA. Like it or not, these laws impact the way that
you do business, and require that insurance agents meet
the specific standards defined. Regardless of the size of
your agency, you are affected by these regulations, as
well as state-specific privacy regulations.

The burden of compliance can be daunting, and is an
unwelcome distraction from running and growing your
business. But there is an alternative.

A Turn-Key Solution

Start-to-Finish Compliance Services

To help you meet these requirements, The Stoeffler
Group offers a complete solution to your information
security needs. We start with an in-depth analysis and
risk assessment of your current information security
procedures and standards. We fully document our
observations and create a risk analysis that clearly
identifies those areas that compromise the safety and
security of your data, and create an easy-to-follow
checklist to facilitate compliance.

We create a tailored information security program
document that incorporates the observations and findings
of the risk analysis, along with all necessary supplemental
documentation.  All information and findings are
incorporated into a clear, concise document that meets all
applicable legal requirements.

We support the implementation of your information
security program through on-site training of your
personnel, and provide you with updates for one full year
from the date of the initial assessment.

Our solution includes
everything that you
need to bring you into
compliance at a price
that you can afford.
We  provide the
following:

¢ A comprehensive on-site analysis of your physical
and IT security arrangements.

¢ Extensive testing of your computer security, anti-
virus, and firewall configuration.

¢ Preparation and generation of a comprehensive risk
analysis.

¢ Preparation and generation of the required
Information Security Program tailored to your
business.

¢ Preparation of all required documentation, including
privacy policy, non-disclosure agreements, IT
acceptable use policies, and more..

¢ Training for your employees that meets or exceeds all
applicable regulations.

¢ Continuing updates for 1 year from the initial
evaluation date.

O Access to on-line documentation and forms
templates.

Only The Stoeffler Group offers this complete approach
to information security compliance for a flat fee.



The Stoeffler Group ISEP Model

The Information Security Evaluation Program
(ISEP) model is based upon real-world practical
application of information security protocols in the
small business environment. We predicate our
model on the fact that most small businesses do not
have dedicated security or IT personnel.

Our ISEP materials are designed to be easily
implemented and maintained in a small-office
environment without hyper-tasking your already
busy staff. Our training is clear and concise, and we
supply all printed material to ensure the maximum
benefit for your investment. The documentation of
our work product is provided in both hard and soft
copy formats to allow you maximum flexibility in
updating and maintaining compliance.

Our commitment to your needs continues beyond the
generation of your risk assessment and information
security program documentation.  We provide
ongoing updates and information, as well as access
to a library of documentation via our web site.

We understand the unique needs of your business.
We have been providing IT consulting services to
independent insurance agents since 1988. Our
consultants have direct experience in conducting
security evaluations for businesses of all sizes.
From start to finish, it is our goal to provide you
with the maximum value for your dollar and to allow
you to maintain your focus on serving your clients.

Our assessment of your information security goes well
beyond a tacit review of in-house computer systems.

About The Stoeffler Group

We are a professional consulting group comprised of
experts in the area of computer networking,
applications development, and security issues. Our
team has direct experience in providing information
and physical security to corporate and government
clients nationally.

The Stoeffler Group consulting team has supported
the IT and data processing needs of independent
insurance agents in Pennsylvania since 1988. We
developed our ISEP model based upon our
knowledge and experience in this market.

In addition to the ISEP program, The Stoeffler
Group provides Information Technology consulting,
network and applications integration services, web
hosting and development, physical security
consulting and services, computer and data forensic
services, due diligence and litigation support
services.

We have affiliate offices in Halifax, PA and Mt.
Prospect, IL. We serve Pennsylvania, New Jersey,
Ohio, Maryland, and Illinois. Please call or visit our
web site for more information about our services, or
to join our professional services team.
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